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We are going to cover:

*How children are using technology in a positive way.

*Some of the challenges and issues that new technology
brings.

*How school teaches children to be safe online.

*What you can do to help your family stay safe and keep
you in control.



Why do we use technology at home?

Parents / Carers Young people
S ] * Music
» Shopping * Games

* Chat

* Booking holidays

e Research * Instant Messaging IM

* Blogs

* Social Networking



WEBv 1.0 WEB v 2.0

Downloading + Uploading

Consuming + Creating

Corporate + Personal

Separate media + Converged media

Static + Truly interactive







Why do we use Technology in Schools?
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What are the challenges and issues that

new technology brings?

*Accessing inappropriate content on the internet

*Using ‘mature’ social networking sites, such as Facebook,
Twitter, Instagram and connecting with individuals they don’t
know (these sites have a minimum age of 13 years)

*Being cyberbullied by others on the internet

*Using technology inappropriately, e.g. webcams and cameras on
mobile devices (Instagram, YouTube)

*Sharing personal information with others they don’t know on
the internet (potentially leading to a meeting)

*Playing video games with adult ratings, e.g. Call of Duty, Grand
Theft Auto



Wirral Safeguarding Children Board

(Age 11 and Under)

89% have Internet access at home
82% can access the Internet in their bedroom

Children typically access social media sites such as Facebook,
chat rooms and Youtube.

20% had accepted friend requests of people they didn’t know
on Facebook.

21% had communicated online with someone they didn’t
know.

80% said they do not feel confident that they can keep
themselves safe online.

96% said they had received advice/lessons on Internet Safety



How Do We Teach eSafety in School?

The national
curriculum in
England
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Learning in Key Stage 1

Some information is precious or special because it
applies just to them.

Understand that not everyone they talk to / play with
online is automatically trustworthy.

Understand that their emotions can be a powerful tool
to help them assess unsafe situations.

Know what to do if we feel uncomfortable or need
help when online.

How ‘being nice’ online is the same as ‘being nice’
offline.



What Does eSafety at KS1 Look Like?
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http://safeshare.tv/v/ss563c8f48d5840
https://www.thinkuknow.co.uk/5_7/hectorsworld/
http://www.kidsmart.org.uk/teachers/ks1/digiduck.aspx

DigiDuck’s Big Decision

Digiduck’s screen went ping and he Someone had made a picture of Proud.pig
saw a new message from a friend. looking very silly indeed. “That is so funny!”
“How exciting!” he thought. chuckled Digiduck. “I must show my friends.”
He opened it and giggled.

Before he could send the photo to everyone,

Mummy Duck called up the stairs,
“Bedtime darling duck! Wash your feathers,
hop into bed and I'll be up as quick as

a flap to tuck you in.”



What Does eSafety at KS2 Look Like?

Click the pictures
to access resources.

Watch Consequences


http://safeshare.tv/v/ss563c8ff9d7e1d

Learning in Key Stage 2

 Understand what is appropriate to post online and what
can happen if posts are inappropriate.

* Understand that we can not trust everyone online.

 Understand what personal information is and how to
keep it private online.

 Know what to do if we feel uncomfortable or need help
when online.



How to Keep Your Family Safe Online

Google - Windows Live Download

o http google.co.uk/#safe=activelq=-windows+live+ windows live download - G...

(I\J SL windows live download

Windows Essentials - Download Windows Live Essentials
windows.microsoft.com/en-gh/windows-live ntials =

Download ar all Windows Essentials, which des Photo Gallery, Mail, Movie
Maker, Writer, Family Safety, Bing Bar, and Mi rlight

Windows Essentials download - Windows Live Mail - Windows Essentials
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Why Windows Apps+games PCs+tablets Downloads How-to

Music, photos & videos // Windows Media Player Photo Gallery Movie Maker

Windows Essentials

Do more with free programs from Windows

Download now

Other download options

View system requirements



What do you want to install?

Any existing Windows Essentials programs will be closed and updated automatically to the latest version.

< Install all of Windows Essentials (recommended)
Windows Essentials includes Messenger, Photo Gallery, Movie Maker, Mail, Writer, Family Safety,
Microsoft Onelrive and Outlock Connector Pack.

% Choose the programs you want to install

By clicking an installation option, you agree to the Microsoft Services Agreement and have reviewed Privacy & Cookies.
You will get updates for this and other Microsoft software from Microsoft Update. This software may also download and
install its updates automatically. At installation, you may receive updates to Windows.

Privacy & Cockies Microsoft Services Agreement Learn more

Select programs to install

Any open Windows Essentials programs will be closed automatically.

These programs will be installed
r“ Microsoft OneDrive
Mail
[¥ @ Family Safety

This program is installed

B rhoto Gallery and Movie Maker

& Messenger




Done!

Windows Essentials is installed. To start using Windows Essentials,
click Close.




Look for the program in your programs

list and

=, Remote Desktop Lonnection
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Microsoft Excel 2010

RealPlayer Downlocader

Calculator

| Getting Started

Windows Live Family Safety

All Programs

click it

Documents
Pictures
Music
Computer

Control Panel

Devices and Printers

Default Programs

Help and Support




Guided Access
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Settings

Airplane Mode
Wi-Fi

Bluetooth

Notifications
Control Centre

Do Not Disturb

Display & rightnes

Wallpaper
Sounds
Passcode

Privacy

iCloud

About

Software Update

Siri
Spotlight Search

Handoff & Suggested Apps

Accessibility

Multitasking Gestures
Use four or five fingers to:
* Pinch to the Home Screen

+ Swipe up to muititasking
+ Swipe left or right between apps

USE SIDE SWITCH TO:
Lock Rotation

Mute

Mute is available in Control Centre,




Settings < General Accessibility
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Wi-Fi virginmedia0432044 HEARING

Bluetooth Off Hearing Aids

BC

Mono Audio

Notifications

Control Centre \_/

Adjust the audio volume balance between left and right channels.

c ool cy

Do Not Disturb
MEDIA

Subtitles & Captioning

02

General

Video Descriptions
Display & Brightness

Wallpaper

Sounds Guided Access

Passcode
INTERACTION

G086

Privacy Switch Control

AssistiveTouch

iCloud
Home-click Speed

iTunes & App Store




<€ Accessibility

Wi-Fi

Guided Access
Bluetooth

&2

To start Gu1de A

Notifications Passcode Settings

Control Centre

c JoolCe

Do Not Disturb Time Limits

General Accessibility Shortcut L

. . When you triple-click the Home button while Guided Access is enabled, your Accessibility Shortcut
Display & Brightness settings will be displayed.

Wallpaper
Sounds

Passcode

L
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Privacy

“» iCloud

iTunes & App Store
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Guided Access




Setting Restrictions
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Settings General

; USE SIDE SWITCH TO:
Airplane Mode

Lock Rotation v
= Wi-Fi
Mute
Bluetooth
Mute is available in Control Centre.
Notifications Usage
Control Centre Background App Refresh

Do Not Disturb

Auto-Lock
1

Display & Brightness

Date & Time

Wallpaper

T Keyboard
Sounds

Language & Region
B Passcode



Settings

£ General

Restrictions

200G

Airplane Mode

Wi-Fi

Bluetooth

Notifications

Control Centre

Do Not Disturb

®
)
5

G086

Display & Brightness

Wallpaper

Sounds

Passcode

Privacy

Enable Restrictions

FaceTime

Siri & Dictation

©

AirDrop

iTunes Store

olelofelle

iBooks Store

Podcasts

Installing Apps

Deleting Apps

Eeeane

In-App Purchases
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Settings < General Restrictions

Kl Wi-Fi VM179645-2G

Bluetooth Off

Enable Restrictions

Set Passcode Cancel

Notifications

Enter a Restrictions Passcode

Control Centre

Do Not Disturb

ig General

1 | 2 | 3

Display & Brightness ABC DEF
Wallpaper 4 5 6

GHI JKL MNO
Dl Sounds 7 8 | 9

PQRS TUV WXYZ

0 «Q

Deleting Apps

% iCloud In-App Purchases
AN




Settings
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£ Restrictions Music, Podcasts & iTunes U

T

53
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Airplane Mode
Wi-Fi

Bluetooth

Notifications
Control Centre

Do Not Disturb

General

Display & Brightness
Wallpaper

Sounds

Passcode

Privacy

MUSIC, PODCASTS & ITUNES U MEDIA RATED:

@

Allow Playback of Music, Music Videos, Podcasts and iTunes U media containing Explicit Content.




Settings < Restrictions

ALLOW FILMS RATED:

Airplane Mode ()

Don’t Allow Films
Wi-Fi

U
Bluetooth

PG

12
Notifications

15
Control Centre

18
Do Not Disturb

Allow All Films




Settings

£ General

Restrictions
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Airplane Mode
Wi-Fi

Bluetooth

Notifications
Control Centre

Do Not Disturb

General

Display & Brightness
Wallpaper

Sounds

Passcode

Privacy

Reminders

Photos

Share My Location
Bluetooth Sharing
Microphone
Twitter

Facebook

Advertising

ALLOW CHANGES:

Accounts
Background App Refresh

Volume Limit

GAME CENTER:

Multiplayer Games

Adding Friends




Settings

< Restrictions Websites

20O

Airplane Mode
Wi-Fi

Bluetooth

2

GCO0B8E6

Notifications
Control Centre

Do Not Disturb

General

Display & Brightness
Wallpaper

Sounds

Passcode

Privacy

ALLOWED WEBSITES

All Websites
Limit Adult Content

Specific Websites Only




Download your free )
broadband help tool set up your extras

v/ 1 want Parental Controls No thanks

We'l help keep your family safe from inappropriate online Allow unvestricted access to
content. online content

f g g

« Protect all the devices in your home
« Activate with one easy setup, no downloads required
 Select the appropriate filter level for your family

You need to be the account-holder to set this up

Continue to set up Parental Controls

[ Allowed
[ Blocked




* Help set up their profile

« Add your email as the main contact (if possible)

« Set the privacy settings to "friends” only and ensure
they are children you know

* 'Like' the Click CEOP page

* Check in and keep updated



punt *

Control Privacy When You Post

You can manage the privacy of your status updates, photos and profile info using the inline audience selector Tour
— when you share or afterwards. Remember: the people you share with can always share your information
with others, including apps. Try editing your profile to see howv it works or learn more.

What's on your mind?

Who can look up your profile by name or contact info?

Who can send you friend requests?

Who can send you Facebook messages?

Who can post on your Wall?

Who can see Wall posts by others on your profie?

Learn more

A How ¥You Connect
Control how you connect with people you know, Edit Settings

How Tags Work
Control what happens when friends tag you or your content, Edit Settings




What can other
people see on
Facebook?

Public?

Specific People?

Privacy Shortcuts

ﬁ Privacy Checkup

Who can see my stuff?

Who can see my future posts?
. Friends =

Where do | review who can see or find things |'ve
posted or been tagged in7
Use Activity Log

What do other people see on my timeline?
View As

Who can contact me?

How do | stop someone
from bothering me?

See More Settings or visit Privacy Basics



Internet Privacy Settings
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me= @) Turn off computer

Click the image above to access the Horrible Histories Internet Safety Video.


http://www.bbc.co.uk/cbbc/watch/p01g2pg0

What Should You Do Now?

1. Get involved in your children’s online activity at

home and talk

Check you know what applications they are using, especially chat rooms and
games played with others online. Ask who their ‘e-pals’ are. Get them to teach
you about how things work. Set up accounts with them.

2. Support school

Sign the Acceptable Use Policy and take an active interest in what your
children are doing in computing at school.

3. Encourage Internet use that builds on offline activities

It helps to keep the computer in a family room not tucked away in a child’s
bedroom. Help your children to use the Internet for homework and leisure
interests. Do things together. Reflect on how much ‘gaming’ time they have.

4. Use some of the tools on the computer to help you
Parental settings.



Decide what is Acceptable

Get to know how your child’s devices work.

Agree the type of content that you would be happy for them to
download or send to other people.

Save any abusive messages or inappropriate images for
evidence purposes.

Decide together what acceptable bills look like.

Encourage balanced use — switching off at
mealtimes, bedtime.



Get Online - School Website

http://higherbebington.eschools.co.uk/

*8 Select Language

Higher Bebington Junior School
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Weblinks

e Safer Internet Centre

e Think You Know

NSPCC

* Parentport

* Yoursphere



http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers
https://www.thinkuknow.co.uk/parents/
https://www.thinkuknow.co.uk/parents/
http://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/share-aware/
http://www.parentport.org.uk/top-tips-for-parents/
http://internet-safety.yoursphere.com/
http://internet-safety.yoursphere.com/
http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/
http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers
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http://safeshare.tv/v/XjV0lKYpakk

Any Questions?




